Quick Reference Guide — User Management

For corporate administrative users, the User Management workspace provides you the ability to view,
manage, unlock and add new users.

Home

Payments & Transfers

Reporting

Payment Fraud Control
User Management

A Test User AL
LAST LOGIN: 02/02/2020 09:41 PM

@ Log Out

The User Maintenance widget is pinned to the workspace. You have the option to toggle between a list view
or atile view of the User Maintenance widget. Both views provide a summary of all users, a link to add new
user, a single-click ability to lock or unlock a user, the ability to modify a user’s permission and the ability to
view detailed user information:

Tile View:

User Management

@ Add New User

ALEX Alex Admin View User Summary | ~
LASTLOGIN: 12/02/2019 10:41 AM USERID USER TYPE
L] .
ANDREA Andrea Admin View User Summary | ~
LAST LOGIN: 01/28/2020 01:52 PM USERID USER TYPE

1
Digital Banking IQ™ — January 2020
Confidential Information - Bottomline Technologies © 2020. Allrights reserved.




Quick Reference Guide — User Management

List View:

User Management

@ Add New User

£ hsof02/02/2020 11:52 PM

Y [ I
ACTIONS LOGIN STATUS USER NAME USERID USERTYPE LAST LOGIN
Unlocked Alex Alex Admin 12/02/2019 10:41

View

Andrea Andrea Admin 01/28/2020 01:52
Modify
Delete Unlocked andrea Andreauser User 12/09/2019 02:35
Copy User
Reset Password Unlocked Bart Bart Admin 01/07/2020 01:02

As with standard capabilities, the list view(s) in User Maintenance can be personalized by you — sort data in
a column, display desired columns, arrange order of columns and filter data. You can save multiple
personalized views for later use. Data can be printed and exported.

2
Digital Banking IQ™ — January 2020
Confidential Information - Bottomline Technologies © 2020. Allrights reserved.




Quick Reference Guide — User Management

Add a new user

From the Add New User link of either the list view or the tile view:

User Management

® Add New User (m o

Follow the workflow that guides you through — defining user information, permissioning senices and
accounts, assigning limits (if required), then reviewing all the setup information before finalizing the new user.

Define information related to the new user —

DEFINE USER

USER INFORMATION CONTACT INFORMATION

USER ID EMAIL
123sample sample.user@none.com

USER NAME PHONE Optiona
Sample User (555) 123-5555|

CONTACT NAME > Add Contact Fields

Sample User

ADMIN SETTINGS

PASSWORD ENABLE DATE

PASSWORD 08/28/2019
USER TYPE

REPEAT NEW PASSWORD Admin -

® The password is required, all characters are allowed.
O Password cannot contain Customer ID, or User ID.
@ Password must be between 6 and 24 characters.

O The password fields must match.

'd ™
[ Cancel )
o J

If user password is assigned by the Customer Administrator, you are assisted by the display of password
complexity requirements.
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DEFINE USER

USER INFORMATION
USER ID

123sample

USER NAME

Sample User

CONTACT NAME

Sample User

PASSWORD

System Generated Password

Send password via email

CONTACT INFORMATION

EMAIL

sample.user@none.com

PHONE Optional

(555) 123-5555
> Add Contact Fields

ADMIN SETTINGS

ENABLE DATE

09/04/2019

USER TYPE

Admin -

STy
( Cancel ) m
N\ ,/

If user password is set to be systematically generated, an email is sent to the user when the new user profile

is finalized.
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Next, continue to permit the user to various senices and accounts. You have the ability to copy the

permission details from an existing user or continue to set permission individually. Senices withthisiL icon
need Account Level Permissions. Account Transfers require From/To direction setting —

DEMOUSERT1 | DEMO USERT [ ]
EDIT Entitlements Limits Summary

Assign Services

[ PERMISSIONS COPIED FROM ]

O Select all Apply selectionto () All Accounts @ Select Accounts
CORE SERVICES
ACCOUNTS PERMISSIONS NAME
& e . TRANSFERS TRANSFER ABILITY WIRE TRANSFERS
[ Bank Account Info Reporting @ (] Select v ()]
(O vLoan Account Info Reporting 1 General Acct - 123123123 From/To ~
Transfers I
— (O Reserve Acct - 23235252 From = O
Approval From/To
View o [ euilding Loan- 36254512 O From (]
iew Onl
y To
([ stop Payments it [0 Testacct- 123456789 [m] O
O nput
[ View only O aaa-10010001 O 0
+ PAYMENTS SERVICES VIEWTSOFT6 DISPLAY 5 1234 >

=+ SIMPLIFIED PAYMENTS

+  OTHERS

=+ ADMINISTRATION

cancel \: back ]m
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If permitted senice(s) requires user limit assignment, you will be guided to the Assign Limits step:

BIRDIEPYMTS | BIRDIE o
EDIT Entitlements Limits Summary

Assign Limits

ACH Transaction Date Limits
INITIATION APPROVAL

$ 9,999.00 $ 100,000.00

Transfer Limits
ENTRY/TXN ENTRY/DAY MAX # PER DAY

& 999.00 S 999.00 999

Wire Transfer Limits

(D) Wire Transfer Limits cannot exceed Customer Level Limits

ENTRY/TXN ENTRY/DAY APPROVAL/TXN APPROVAL/DAY
5] 250,000.00 S 500,000.00 $ 250,000.00 $ 500,000.00
Loan Limits
ENTRY/TXN ENTRY/DAY MAX # PER DAY
$ 2,000.00 S 2,000.00 2
e ~
Cancel | back )| NEXT
o ,/
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Review the entire new user setup, before finalizing.
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Click ‘SAVFE' to create the new user —

123SAMPLE | SAMPLE USER
EDIT

Review User Information

USER DETAILS

User Information

useR
123sample

Go to User Details

ENTITLEMENTS
Core Services

BR - SAMEDAYRPT.
Account History
Cash Position Worksheet
Same Day Report

Payments Services

Loans
Loan Approvals

Loan Customer Report Service
Loan Draw Service

Loan Payment Service

Account Permissions

First Account - 123123123

Building Account - 232

252
Building Loan - 362
Capital Account - 123456789

Operaiing

unt- 10010007

Viewing 1-5 of 12

Go to Entitlements

LIMITS

Transfer Limit - Account

ACCOUNT TYPE eTRYTN
From/To 888,888.88
Wire Limit - Account

ENTRYTXN ENTRYDAY

999,999,989.00 099,999,989.00

Loan Limit - Account

ENTRYTIN
99,999,996.99
APPROVAL TYPE
None

ENTRYDAY
99,999,008.99

Go to Limits

usERNAME
Sample User

PASSWORD

TRANSFERS
Approval
Input
Report

WIRE TRANSFERS
Wire Import

Wire Pending Approvals
Wire Template Approval
Wire Input

Wire Report

Wire Templates

PERMISSIONS NAVE

BR - Same Day Rpt. Transfers
@ @
@ @
Q@
2 @
@

ENTRVIDAY

888,888,888.00

APPROVALITRN
960,009,999.00

MAX# PER DAY
999

Contact Information

e
sample.user@none.com

ENABLE DATE
28-Aug-2019

STOP PAYMENTS
Stop Payments
Stop Reports

FOREIGN EXCHANGE
Foreign Exchange

Stop Payments

@
@

MAX # PER DAY

999

APPROVALIDAY
999,999,999.00

APPROVALTIN
0.00

(]
£ Limits Summary

)

PHONE
(555) 123-5555
useRTIPE
Admin
Loans Wire Transfers
@
@
@
@
@
Display |5~/ perpage ¢ Page [1[-| of3 >

APFROVALIDAY
0.00
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Dual control of user administration

If Dual Control is enabled, when any useris created/modified, approval from a second Corporate
Administrator is required. The user in pending approval status is identified on the User Maintenance widget.

User Management

@ Add New User

TOM SMITH TomSmith pproval Admin
wstosw:  ume
OLIVER Oliver Needs Approval Admin
LasT Lo s
MIA STONE MiaStone Needs Approval Admin View User Changes
LAsTLOGN: w0 APPROVAL STATUS. USER TYPE B
EMMABROWN EmmaBrown Needs Approval Admin
LASTLOGI: s

Add Widget v

@ -
O Asof 1111320100336 PM

v =}

v

Click on the View User Changes link, the approving Corporate Administrator may review the changes on the

User Detail Screen before taking actionto approve or reject.

< Changes Awaiting Approval

TOMSMITH | TOM SMITH
Review User Changes
USER DETAILS
yenerikenewyengbetiomine com
{900) 704-4079
[R—
— fro—— s Jr—

@ @ @

@ @ @ - @

@ @ @ ) @

@ )

] @ @

¢ o 5
v
LIMITS
o
son o0
Pa—
scca - o [p—
o 0 0 e
i ™ s P
- "
- .

o e = s
( reeet ) ( cance
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